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Re: Availability of kdb

 Date: Wed, 6 Sep 2000 

12:52:29 -0700 (PDT) 

 From: Linus Torvalds

 “I don't like debuggers. Never 

have, probably never will.”

 “So I don‘t make it part of the 

standard distribution…”
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http://upload.wikimedia.org/wikipedia/commons/6/69/Linus_Torvalds.jpeg


KGDB

源代码级内核调试器

 GDB前端 + 内核中的调试引擎(后端)

GDB

用户空间

内核空间

Debug core

kgdboc



简史

 KGDB was implemented as part of the NetBSD kernel in 1997, 
and FreeBSD in version 2.2. 

 The concept and existing remote gdb protocol were later 
adapted as a patch to the Linux kernel. 

 A scaled-down version of the Linux patch was integrated into 

the official Linux kernel in version 2.6.26.

 2.6.35 - KDB was merged, and uses the same backend as 
KGDB.

 2.6.36 - The atomic kernel mode setting (KMS) API was merged 
(currently on the Intel i915 class of video cards are supported)

 2.6.37 - Radeon and Nouveau atomic KMS support merged 
along with improved KDB keyboard support



2.6.26

 Subject: Linux 2.6.26-rc1 

 Date: Sat, 3 May 2008 12:38:20 -0700 (PDT)

 “Another feature that is notable not for its size, but 

because people have tried to get me to merge it 

for some long is kgdb support. Which really turned 

out pretty small and clean, once people started 

putting their effort into making it so.”
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维护者

 Amit Kale maintained the Linux KGDB from 2000 to 2004.

 From 2004 to 2006, it was maintained by Linsyssoft Technologies, after which 

Jason Wessel at Wind River Systems, Inc. took over as the official 

maintainer.

 Ingo Molnar and Jason Wessel created a slimmed-down and cleaned up 

version of KGDB which was called "kgdb light" (without Ethernet support 

and many other hacks). This was the one merged into the 2.6.26 kernel. This 

version of kgdb supports only RS-232 connectivity, using a special driver 
which can split debugger inputs and console inputs such that only a single 

serial port is required.

 Jason Wessel(Wind River)和Jesse Barnes(Intel)曾经在Linux峰会上多次介绍
KGDB

https://en.wikipedia.org/wiki/Ingo_Molnar




问君用printk有几多愁

有些问题，
不知道哪
里加print

加了print
要重新编

译

影响性能
调试好了
要去掉



https://lkml.org/lkml/2014/4/2/420

http://www.theregister.co.uk/2014/04/05/

torvalds_sievers_dust_up/



On Thu, Apr 03, 2014 at 08:17:33AM -0700, Tim Bird wrote:

> 

> I had no idea systemd was so verbose and was abusing the kernel

> log buffers so badly. I'm not a big fan of the rate-limiting, as this just

> seems to encourage this kind of abuse.

That was a bug in systemd, and has been fixed up in the latest versions,

so it shouldn't happen anymore, even with debugging enabled.

thanks,

greg k-h

--

http://lkml.iu.edu/hypermail/linux/kernel/1404.0/01945.html



Versio Duo

Software and Electronics for Musical Devices

versioduo/

arduino-board-package
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调试模型

调试主机

DCI

USB3.0接口

4405U

Core0PCH

DMI3

X

H

C

I

USB3.0

Core0

Core1

IMC

XDCI

Dciusb.sys

X86硬件

OpenI

PC_x6

4.exe

NDI.dll

DbgEng.dll

NanoCode



EXDI

 eXtended Debug Interface

 DbgEng与外部调试器的接口

 最初版本似乎为1999年

 Greg Hogdal 11-Nov-1999

 目前使用的v3版本

 Ivan Shcherbakov (ivshcher) 

31-Oct-2013

 NDI实现了一个进程内的COM服
务器

NDI.dll

DbgEng.dll

NanoCode

EXDI



进程关系图

OpenIPC_x64.exe NanoCodeRPC



IPC API

 INTEL的OpenIPC开发接口

 似乎公开

 但其实没有公开



巨大的诱惑

 Doc目录不存在



配置文件



NDI.dll

DbgEng.dll

NanoCode

EXDI

NGB

NT

Linux

LKMs

用户空间

ndb.ko

ndsrv



NDB.ko

 Nano Debugger Beacon

 也是NDB在目标端的代表

 主要功能：

 产生Nano Geography Block

 传递关键的内核结构信息

 其它辅助功能



NdBeacon

Nd FrontNdSrv

Linux Kernel 

and Other 

Modules

Hardware

DCI/JTAG

Target Host

DCI  DriverKernel 

Geo 

Block
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选中
▪ Linux Kernel

▪ Memory 

Shadow

▪ Reconnect





Nano Debugger (NDB) 1.0.252

Starting...

Starting KD session type=usb3,proto=dcid,ipc=open,opt=rxs

Microsoft (R) Windows Debugger Version 10.0.17763.132 AMD64

Copyright (c) Microsoft Corporation. All rights reserved.

All logic CPU threads detected: 1000 1001 1002 1003

Switched to processor 0, its device id is 0x1000

Kernel Debugger connection established

Found NGB marker in target memory at ffffffffff5ff000
Connected to Windows 7 7601 x64 target at (Sat Jun 13 15:27:19.610 2020 (UTC + 8:00)), ptr64 TRUE

************* Path validation summary **************

Response Time (ms) Location

Deferred SRV*c:\symbols*http://msdl.microsoft.com/download/symbols

Symbol search path is: SRV*c:\symbols*http://msdl.microsoft.com/download/symbols

Executable search path is:

Unable to create shared user data image

KdDebuggerData.KernBase < SystemRangeStart

Windows 7 Kernel Version 7601 MP (4 procs) Free x64

Machine Name:

Kernel base = 0xffeeffee`80000000 PsLoadedModuleList = 0xfffd0000`00004028

System Uptime: not available

ffffffff`a2436897 65488b0425005c0100 mov rax,qword ptr gs:[15C00h]





start end module name
ffeeffee`7ffff000 ffeeffee`809ff000 nt (deferred)
ffffffff`7ffff000 ffffffff`9ffff000 lk (deferred)
ffffffff`c02cc000 ffffffff`c02d1000 ulpi (deferred)
ffffffff`c02d2000 ffffffff`c02dd000 autofs4 (deferred)
ffffffff`c02e9000 ffffffff`c02f5000 video (deferred)
ffffffff`c02f6000 ffffffff`c02fa000 hid_generic (deferred)
ffffffff`c02fb000 ffffffff`c0300000 dwc3_pci (deferred)
ffffffff`c0305000 ffffffff`c030d000 libahci (deferred)
ffffffff`c0312000 ffffffff`c0317000 realtek (deferred)
ffffffff`c0318000 ffffffff`c0322000 ahci (deferred)
ffffffff`c032a000 ffffffff`c033e000 r8169 (deferred)
ffffffff`c0346000 ffffffff`c036b000 psmouse (deferred)
ffffffff`c036c000 ffffffff`c0376000 x_tables (deferred)
ffffffff`c0378000 ffffffff`c0385000 udc_core (deferred)
ffffffff`c038d000 ffffffff`c03ac000 dwc3 (deferred)
ffffffff`c03ad000 ffffffff`c03ba000 usbhid (deferred)
ffffffff`c03bb000 ffffffff`c03c3000 ip_tables (deferred)
ffffffff`c03c6000 ffffffff`c03cd000 wmi (deferred)
ffffffff`c03ce000 ffffffff`c03ed000 hid (deferred)
ffffffff`c03f2000 ffffffff`c03ff000 parport (deferred)
ffffffff`c0405000 ffffffff`c040a000 lp (deferred)
ffffffff`c040f000 ffffffff`c0415000 ppdev (deferred)
ffffffff`c0416000 ffffffff`c041f000 parport_pc (deferred)
ffffffff`c043a000 ffffffff`c043e000 ndb (deferred)



NT的影子

 DdgEng

 两大内核进入交融的时代

 WSL – Windows Subsystem for Linux

 NT’s shadow in Linux



内核老大

小名lk Linux Kernel的简写
便于输入
便于交流

必也正名乎？



名篇欣赏

子路曰：“卫君侍子而为政，子将奚
先？”
子曰：“必也正名乎。”
子路曰：“有是哉，子之迂也！奚其
正？”
子曰：“野哉由也！君子于其所不知，
盖阙如也。名不正，则言不顺；言不顺，
则事不成；事不成，则礼乐不兴；礼乐
不兴，则刑罚不中；刑罚不中，则民无
所措手足。故君子名之必可言也，言之
必可行也。君子于其言，无所苟而已
矣。”
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调试符号

 编译器对调试的重大贡献

 编译过程的副产品

 衔接二进制程序与源程序的桥梁

 对调试有着重要意义

 源代码级调试必须

 二进制跟踪时的灯塔



DWARF

 DWARF Debugging Information Format

 http://www.dwarfstd.org

 功莫大焉

http://www.dwarfstd.org/


以ELF为容器



段表

DWARF符号



感受DWARF – 编译单元



TAG(标签)



产生符号

 $ gcc –g –o baner baner.c

 -g --gen-debug          generate debugging information



Ubuntu的符号服务器

 http://ddebs.ubuntu.com/pool/main/l/linux/



服务器的根目录



安装Ubuntu的符号

 设置ddebs

 下载key

 下载和安装符号包

 http://advdbg.org/blogs/advdbg_system/articles/7147.aspx

http://advdbg.org/blogs/advdbg_system/articles/7147.aspx


DbgHelp API



两种方式

符号服务
器

普通文件
夹



设置普通文件夹

.sympath+ <本地路径>



一个例子

.sympath+ c:\temp



不要放在下游符号库中



不要放在下游符号库中

因为搜索的方
式和规则不一
样



延迟加载策略

 是策略

 不是BUG

 不用的先不加载

 加载很慢

 时间宝贵



DWARF的调整

 为了节约空间，使用了很多字节形式的编码

 为了支持栈回溯，支持脚本

 解析起来很费时间



使用x命令检索符号



关于内核的符号

 重名为linux

 放在一个普通目录

 .sympathy+ <这个目录>

 X lk!vfs_rea* 触发

不要执行x lk!*，可能要等很多分
钟
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软件断点

 Bp <函数名>|<地址>

 目前工作的很稳定

 对NT目标不稳定的主要原因是Patch Guard



硬件断点

 Ba r/w<宽度> <变量地址|代码地址>

 目前只有设置断点的CPU再访问时命中

 > taskset 1 echo /proc/ndb
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列进程

 !ps

 工作的很稳定

 我们会对其增强，显示更多
属性，并支持筛选和定制



千头万绪，终归一理

宋·朱熹 (1130-1200)



所谓致知在格物者，言欲致吾之知，

在即物而穷其理也。盖人心之灵

莫不有知，而天下之物莫不有理，惟
于理有未穷，故其知有不尽也。是以
《大学》始教，必使学者即凡天下之
物，莫不因其已知之理而益穷之，以
求至乎其极。至于用力之久，而一旦

豁然贯通焉，则众物之表里精粗

无不到，而吾心之全体大用无不明矣。
此谓物格，此谓知之至也。



问答
http://www.nanocode.cn

http://advdbg.org/gdk

http://www.nanocode.cn/

