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Module MName:
eXdi3.idl : IDL source for eXdi v3 interface
Abstract:

This file will be processed by the MIDL tool to
produce the type library and marshalling code.

eXDI: eXtended Debug Interface.
The interfaces described here are meant to be used for communication between an external debug driver

(like driver for Hardware Debug probe).

Author:

Greg Hogdal 11-Nov-1999 .
Ivan Shcherbakov (ivshcher) 31-0ct-2013

Environment:

Win32 NT
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« IntelSWTools » systemn_studio_2020 » system_debugger 2020 » windbg-ext » iajtagserver » intelfd

Mame B Date modified Type Size

|:] Exdilpc.dil Application exten...
B Exdilpc.lDL 4 Y Interface Definitic...
|j Ipchpificcess xB4.dll F2T/2019 1:36 AM Application exten...
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Microsoft Windows < 10. 0. 18362. 836
{ \ =

(c) 2019 Microsoft Corporation. {48 P4

i A .

C: \WINDOWS\system32>cd D:\Apps\IntelSWTools\sw dev

C: \WINDOWS\system32>d:

D:\Apps\IntelSWTools\sw_dev tools\system debugger :

D:\Apps\IntelSWTools\sw_dev_tools\system debugger

> regsvr32 exdiipc.dll

2020\windbg—e

- 2020\windbg—e

®

m_debugger 2020\windbg—ext\iajtagserver\intel64\

\iajtagserver\intel64>regsvr32 exdiipc. d11

oA

AVERE
RegSvr32

n DlIRegisterServer £ exdiipc.dll Ea%3h.




B IntelExdiServer

Init Console with level 3[ 37679985 ] --- Intel eXDI server A
[ 37679985 ] --- Intel System Debugger Revision :2828.8-343cf21d

[ 37679985 ] --- Intel log severity level { 3 )

[ 37679985 ]| --- Initializing connection to the jtag probe, please wait...

[ 37688599 ] --- Connection to the target established. IPC Server: OpenIPC:Main (rev G658678)
[ 37688681 ] --- Connected to target: Skylake

[ 37688626 ] --- Thread & IP ff{ff881485f4332 Reason 8

[ 37688627 ] --- Thread 1 IP ff{ff881485f4332 Reason &

[ 37688627 ] --- Thread 2 IP ff{ff881485f4332 Reason 8

[ 37688627 ] --- Thread 3 IP ff{ff881485f4332 Reason &

[ 37688627 ]| --- Current thread is & IP fff{f881485f4332 Reason User

[ 37682997 ] --- Emulating running status after goh\step

[ 37683817 ] --- Target is running

[ 37683818 ] --- NotifyRunStateChange changed with processor @ and address 8

[ 37683451 ] --- Thread & IP ff{ff881485f4332 Reason 8

[ 37683451 ] --- Thread 1 IP ff{ff881485f4332 Reason 8

[ 37683452 ] --- Thread 2 IP ff{ff881485f4332 Reason 8

[ 37683452 ] --- Thread 3 IP ff{ff881485f4332 Reason 8

[ 37683452 ]| --- Current thread is & IP fff{f881485f4332 Reason User

[ 37683452 ] --- NotifyRunStateChange changed with processor 8 and address fffff881485f4332
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= [nz] dllhost .exe 4,796 K 16,848 K 20544 COM Sumogate Microsoft Comporation
conhost exe 18480 Console Window Host Microsoft Corporation
m[:]penIF'E_:Ed.E:E: 69,852 K 92192 K 3044 OpenlPC Debug Library {rev ... Intel Corporation

A)

» iHFEEDcom Server Launcher k%%
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> set R
IPC_PATH=C:

. \OpenlPC_1.2011.
4508.100\\B

> "c:\w_.‘ -kx exdl: C‘Sld '664(388—



R ZENT

> SARIZMEHIIE, 481
ik = (6]

> 256TBHiHEZS[E], b
12878

> WEKDEEIIRE T
> E




H AR R

> B RI28IBREE [

CA7)- (- - 0N (- - ()




Found Module Name ntkrnimp

Found KdVersionBlock at Oxfffff8012ea2a3d8
Found target VersionBlock at Oxffiff8012ea2a3d8
Connected to Windows 10 18362 x64 target at (Sat Jun 6

17:54:13.684 2020 (UTC + 8:00)), ptré4 TRUE

K EBINTHZ

Kernel Debugger connection established
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typedef struct _DBGKD_GET_VERSION64 {

USHORT MajorVersion;

USHORT MinorVersion;

UCHAR ProtocolVersion;

UCHAR KdSecondaryVersion; // Cannot be 'A' for compat with dump header

USHORT Flags;

USHORT MachineType;

//

// Protocol command support descriptions.

// These allow the debugger to automatically

// adapt to different levels of command support

// in different kernels.

//

// One beyond highest packet type understood, zero based.

UCHAR MaxPacketType;

// One beyond highest state change understood, zero based.

UCHAR MaxStateChange;

// One beyond highest state manipulate message understood, zero based.
UCHAR MaxManipulate;

// Kind of execution environment the kernel is running in,
// such as a real machine or a simulator. Written back
// by the simulation if one exists.

UCHAR Simulation;

USHORT Unused|[1];

ULONGé64 KernBase;
ULONG64 PsLoadedModulelist;

//
// Components may register a debug data block for use by
// debugger extensions. This is the address of the list head.
/!
// There will always be an enftry for the debugger.
/!
ULONG64 DebuggerDatalist;
} DBGKD_GET_VERSIONé4, *PDBGKD_GET_VERSIONé64;
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// e
// This structure is used by the debugger for all 1
// 1t is the same size as DBGKD_DATA_HE
// S
typedef struct _DBGKD_DEBU !

//
// Link to other blocks

/1

LIST_ENTRY 64 List;

//
// This is a unique ta
// If your componer
// ‘

ULONG

/1




struct KDDEBUGGER DAT
DBGKD_DEBUG_DATA_HEADER Header;

I/
// Base address of kernel image
fr
[

ULONGG4 KernBase; i/ﬁ iﬁ%%%&j:)% EI(J ?:F% T_‘;lzlzéj\

DbgBreakPointWithStatus is a function which takes an argument
and hits a breakpoint. This field contains the address of the
breakpoint instruction. When the debugger sees a breakpoint
at this address,

argument register, or on x86 the esax register.

it may retrieve the argument from the first

o

ULONG&E4 BreakpointWithStatus; // address of breakpoint

Address of the saved context record during a bugcheck

MN.B. This is an automatic in KeBugcheckEx's frame, and
is only valid after a bugcheck.

ULONGG&4 savedContext;

Fr
Iy
// help for walking stacks with user callbacks:
fr
i

I r

I

// The address of the thread structure is provided in

J// WAIT_STATE_CHANGE packet. This is the offset from

// the thread structure to the pointer to the kernel stack frame

// for the currently active usermode callback.



of various kernel data structures and lists
of interest to the kernel debugger.

PslLoadedModulelist;
PsActiveProcessHead;
PspCidTable;

ExpSystemResourceslist;
ExpPagedPoolDescriptor; qjlﬁ]fﬂ3§§~

ExpNumberOfPagedPools; %%ﬁéﬁ*@’ﬁi E[/\J:H'I_j‘iﬂ:

KeTimeIncrement;
KeBugCheckCallbackListHead;
ULONGE4 KiBugcheckData;

ULONGE4 TopErrorLoglistHead;

ObpRootDirectoryObject;
ObpTypeObjectType;

MmSystemCacheStart;
MmSystemCacheEnd;
MmSystemCachelis

MmPftnDatabase;
MmSystemPtesStart;
MmSystemPtesEnd;
MmSubsectionBase;
MmMNumberOfPagingFiles;

MmLowestPhysicalPage;
MmHighestPhysicalPage;
MmNumberOfPhysicalPages;




[/ Server

ULONGE4

USHORT
USHORT
USHORT
USHORT

USHORT
USHORT
USHORT
USHORT

USHORT
USHORT
USHORT
USHORT

USHORT
USHORT
USHORT
USHORT

USHORT
USHORT
USHORT
USHORT

USHORT

ULONGE4

USHORT
USHORT

2803 addition
MmVirtualTranslationBase;

OffsetKThreadNextProcessor;
OffsetKThreadTeb;
OffsetKThreadkKernelStack;
OffsetkKThreadInitialStack;

OffsetKThreadApcProcess;
OffsetKThreadstate;
OffsetKThreadBstore;
OffsetKThreadBStorelimit;

SizeEProcess;

OffsetEprocessPeb;
OffsetEprocessParentCID;
OffsetEprocessDirectoryTableBase;

SizePrch;
OffsetPrcbDpcRoutine;
OffsetPrcbCurrentThread;
OffsetPrcbMhz;

OffsetPrcbCpuType;
OffsetPrcbVendorString;
OffsetPrcbProcstateContext;
OffsetPrcbNumber;

SizeEThread;

KdPrintCircularBufferPtr;
KdPrintBufferSize;

KeloaderBlock;

SizePcr;
OffsetPcrSelfPcr;
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E File Edit Selection WView Go Debug Terminal Nano Help Nano Cade — X
NAMO DEBUGGER:.. 1 ko 2| *
M Open Executable Filaw Vieww @ N o~ - m
[M Attach to a process
. 0426bf84cl
[M kernel Debugging b
[] Open Crash Dump Cid: 1858 Peb ParentCid: 02ef
8b002 ObjectTable: 334a2a3100 HandleCount:
Image: svchost.exe
PROCESS £fffa704240f4
d8eé6f3c000 ParentCid: 02e8
ffffdc8347ec3080 HandleCount: 113.
}f[ 1£f08 Peb: 951cb8a000 ParentCid: 02e8
02 ObjectTable: f£fffd 48b%c180 HandleCount:
ParentCid: 03d8
DirBase: ©d©38002 ObjectTable: 4975f100 HandleCount: 269
Image: RuntimeBroker.exe
g
hed teo processor 1, its dewice id is 0x1001
Switched to processcr 2, its dewice id is 0x1002
Sw hed to processor 3, its dewice id is 0x1003
*BUSY*
TERMINAL  DEBUG ¢ Nano Code ~ = 6 ~ X
e e o v dammi L fassssis g e
18:533:13#=x8B66 base O fEfEffff flags <0£3
53:13#x=8664: 52gment base 0 fcO0 flags 40£3
33:13#x0664:5egment base £££ff%30060480000 limit fEf£fffff flags c0£f3
33:13#x8664: 52egment : base 0 limit 0 flags 4083
33:13#EVCB:ChangeEngineState: CES_EXECUTION STATUS[0x10], Oxl
53:13#JTAG: 'S5 (0) command was sent to JTAG chip with handle 5709386
53:13#EXDI:StartNetifyingRunChg3
33:13#JTGE: JtagRunControlEvent: type=85 deviceid=40%6 dc=l1, name= type= subtype= @0
53:134JTGE agRunCeontrolEvent: type=65 deviceid=40%7 dec=1, name= type= subtype= {0
33:13#JTGE agRunCcntrolEvent: type=65 deviceid=409%8 dec=1, name= type= subtype= @0
8:53:13#JTGE agRunControlEvent: type=65 deviceid=40 de=1, name= type= subtype= @0
8:33:144EXDI:run status Ox0, OxfLffffE01485£4332, 0Ox gooo0z
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KPCR KPCR KPCR KPCR



%%mwmﬁ

nt'KeGetCurf‘
f £ £ £ 58 2

s'[188h]

fffff801

::x gqword




KPCR

locr KPCR for Processor 0 at fifff8012cé6c/7000:
I\/\Ojor 1 Minor |

NT

L i ea TS

Tib.ExceptionList: fifff8013429010

tTib.StackBase: fffff8013428f000
tTib.StackLimit: 0000000000000000
tTib.SubSystemTib: fiff8012c6c /7000
tTib.Version: 000000002cé6c7180
tTib.UserPointer: fifff8012cé6c/870
tTib.SelfTib: 0000006dd3/785000
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BOOTIM.exe

I
o1

» Application
» bcdedit /bootsequence {xxxxx}
» “Worst change in win8 ®"
» Example: WIin8 + Win7 duo system, and want start Win7

» Start win8—bootim.exe—set temporary boot entry—reboot—let bootmgr
load win7

» Bcdedit /set bootmenupolicy legacy
» bcdedit /set bootmenupolicy standard
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boot immersive menus
RIFRTER
10.,0.14393.0

Microsoft® Windows® Operating System

10.0.14393.0

© Microsoft Corporation. All rights reserved.
250 KB

2016/7/16 19:43

=E(EE)

EEHE bootim.exe
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» KD
» KdVersionBlock

bootmgfw! *versionb*
000000007 8560e220 bootmgfiw!BdVersionBlockiEs Talikel? eIk Kk dakef-tekNa) b




X bootmgfw! *kd+*
000000007 835007204 bootmgfw!EdNetUsk3ControllerReset = <no type informations
00000000 35607490 bootmgfw!EdNetRestartController = <no type information>
00000000 35607400 bootmgfw!EdNetDheopDiscoverResponseTime = <no type informations
gooooooo” 12 bootmgfw! EdNetUskb3InvalidTransferEventPointers = «<no type information
gooooooo” bootmgfw! KdHvDetectHypervisor («<no parameter infoX)
gooooooo” ic bootmgfw! BdNetErrocrStatus = <no type informations-
gooooooo” 12 bootmgfw! EdNetUskb3ReleaseRxPacketInvalidParameter = <nc type informat
gooooooo” 1470 bootmgfw!EdNetBxPacketTooSmallForIpve = <nc type information
gooooooo” bootmgfw! KEdTargetIP = <no type informations>
gooooooo” ] bootmgfw! EdNetInitialConnectTime = <no type information>
gooooooo” 1494 bootmgfw!BEdNetSentPingPacket = <no type informaticn>
gooooooo” bootmgfw! EdUsbpLocateDebugPortRegisters (<no parameter infor)
gooooooo” 74 bootmgfw! EdNetDhepleaseValid = <no type informaticnz>
gooooooo” ] bootmgfw! EdivDetectionComplete = <no type informations
gooooooo” ] bootmgfw! EdNetBdReceivePacketBadPacketSize = <no type informations
gooo0000°835 bootmgfw! RdHvConnectHypervisor (<no parameter infox)

00000000 850074 bootmgfw! EdNetWaitForBxPacketStalls = <no type informations

000000007 835607464 bootmgfw!EdNetRxPacketsFailed = <no type infeormations>

goo0o0000™8 084 bootmgfw!KdUsbReceivePacket (<no parameter infor)
000000007 853k61 bootmgfw! EdVmInitializeController (<noc parameter infox)
0 bootmgfw! BdUsb3pReadDebuggerPacket («<no parameter infor)
bootmgfw! EdNetBailPrintString = <nc type informations
bootmgfw! KdNetUskb3EventsSkipped = <no type information>
gooooooo” . bootmgfw! PltpCheckDeviceExistence (<nc parameter infox)
gooooooo” 12 bootmgfw! EdNetUskb3ProcessEventsBeset = <no type informationz>
000000007 8356074d0 bootmgfw!EdNetHandleIcmpveMulticast = <no type informationz

bootmgfw! EdNetGratuitousArpsSent = <no type information>
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